3GPP TSG SA WG3 Meeting #98e                            
S3-200265
e-meeting, 2 – 6 March 2020

                         revision S3-20abcd
Source:
Huawei, Hisilicon, China Mobile
Title:
Discussion paper on UE radio capability protection for UEs without AS security
Document for:
Endorsement


Agenda Item:
3.10
1 Introduction
For CIoT devices that only support control-plane optimization, it is necessary to develop a security solution to protect the UE radio capabilities transfer. The ongoing study on CIoT has 5 related solutions. As SA3 is approaching the planned end-date for this study, this contribution gives an overall discussion on the 5 solutions. 

We first give explanations of measurements to evaluate these solutions. Afterwards, a detailed discussion on each solution is provided.

2 Discussion
2.1 Evaluation measurements

a) Tamper-proofing of UE radio capabilities :
· Attacker may inject false UE radio capabilities for CIoT UEs that only support CP optimization. This may cause unexpected damage to those CIoT UEs. Tamper-proofing of UE radio capabilities is analysed for each solution.
b) Prevention of unauthorized UE radio capability enquiries
i. Attackers may cause high battery consumption for CIoT UEs that only support CP optimization due to frequent unauthorized UE radio capability enquiries

c) Leak prevention of UE radio capabilities
· The attackers may identify the devices with the reference mode and the acquired capabilities. The potential vulnerabilities applicable to the identified device may be determined. Leak prevention of UE radio capabilities is analysed for each solution.

d) System impact
· The system impact is analysed for each solution.
e) Applicability for EPS
· The mechanism, which is applicable for both EPS and 5G CIoT UEs, is highly recommended.
Applicability for EPS is analysed for each solution
2.2 Analysis of solution 26&30
In solution 26&30, UE includes the hash of its radio capabilities in the Registration Request message to the network. The network verifies the UE radio capabilities when it acquires the UE radio capabilities as part of the UE capability enquiry procedure. In solution 26, RAN verifies the UE radio capabilities while the verification is done in AMF in solution 30 .
a) Tamper-proofing of UE radio capabilities
·  The hash of radio capabilities is protected with initial NAS protection. The UE radio capabilities are verified with the hash. So the solutions prevent the tampering of UE radio capabilities.
b) Prevention of unauthorized UE radio capability enquiries
· UE capability enquiry procedure is not protected in air interface. The attackers can trigger the procedure. So the solutions cannot prevent the unauthorized enquiries, which may cause high battery consumption.

c) Leak prevention of UE radio capabilities
·  UE capability enquiry procedure is not protected. The attackers can trigger the procedure and acquire the UE capability. So the solutions cannot prevent the leakage of UE radio capabilities, which have potential security threat.
d) System impact
·  The solutions add an IE to registration request message. But it’s not efficient. The solution requires UE to include the IE even when AMF has already stored the capabilities. It’s not flexible for network side to request the new/additional capabilities.
·  The solution 26 requires changes to UE and RAN. The solution 30 requires changes to UE and AMF.

e) Applicability for EPS
·  In EPS, the hash of capabilities in attach request message is can be verified. So the solutions are also applicable for EPS.  
Observation 1: Solution 26&30 cannot prevent the unauthorized enquiries and leakage of UE radio capabilities, which have potential security threat. It’s not flexible for network side to request the new/additional capabilities. 
2.3 Analysis of solution 27
In solution 27, the NG-RAN that had acquired UE capabilities from those UEs without AS security should not store them locally for long duration and shall not send them to other network entities.
a) Tamper-proofing of UE radio capabilities
·  The solution cannot prevent the tampering of UE radio capabilities. It only prevent the long-lasting effect on the network side. 
b) Prevention of unauthorized UE radio capability enquiries
· UE capability enquiry procedure is not protected in air interface. The attackers can trigger the procedure. So the solutions cannot prevent the unauthorized enquiries, which may cause high battery consumption.
c) Leak prevention of UE radio capabilities
·   UE capability enquiry procedure is not protected. The attackers can trigger the procedure and acquire the UE capability. So the solutions cannot prevent the leakage of UE radio capabilities, which have potential security threat.
d) System impact
·  If the NG-RAN does not send the capabilities to other network entities, the core network will not get and store the radio capability. In this case, the capabilities always need to be acquired from UE in the registration or mobility procedure, which brings additional overhead for CIoT devices.
·  The solution 27 only requires changes to NG-RAN.

e) Applicability for EPS
·  The solution is also applicable for E-UTRANs in EPS.
Observation 2: Solution 27 cannot prevent the tampering and unauthorized enquiry of UE radio capabilities.

2.4 Analysis of solution 28
In solution 28, NAS security is used to protect the UE radio capability. The request info and UE radio capability are included in NAS messages.
a) Tamper-proofing of UE radio capabilities
· The solution prevents the tampering of UE radio capabilities. UE radio capabilities are protected with NAS security.
b) Prevention of unauthorized UE radio capability enquiries
· UE capability enquiry procedure is protected with NAS security. The attackers cannot trigger the enquiry procedure. So the solutions prevents the unauthorized enquiries.
c) Leak prevention of UE radio capabilities
· The solution prevents the leakage of UE radio capabilities. UE radio capabilities are protected with NAS security.
d) System impact
·  The request info and UE radio capability are added to existing NAS messages. 

·  The solution 28 requires changes to UE and AMF.
e) Applicability for EPS
·  The solution is also applicable for EPS. There are some existing NAS messages in EPS to include the request info and UE radio capability.  
Observation 3: Solution 28 prevent the tampering, unauthorized enquiry and leakage of UE radio capabilities. 

2.5 Analysis of solution 29
In solution 29, This solution proposes to use the NAS based keys to protect the UE capability transfer from UE to the core network..

a) Tamper-proofing of UE radio capabilities
· The solution prevents the tampering of UE radio capabilities. UE radio capabilities are protected with NAS key.

b) Prevention of unauthorized UE radio capability enquiries
· UE capability enquiry procedure is protected with NAS security. The attackers cannot trigger the enquiry procedure. So the solutions prevents the unauthorized enquiries.
c) Leak prevention of UE radio capabilities
·  The solution prevents the leakage of UE radio capabilities. UE radio capabilities are protected with NAS key.
d) System impact
·  The MAC are added to downlink and uplink N2 and RRC messages.

·  The solution 29 requires changes to UE, RAN, and AMF
e) Applicability for EPS
·  The solution is also applicable for EPS.
Observation 4: Solution 29 requires changes to UE, RAN, and AMF. 

2.5 Overall comparison of the 5 solutions
	
	Solution 26
	Solution 27
	Solution 28
	Solution 29
	Solution 30

	Tamper-proofing of UE radio capabilities
	Y
	N
	Y
	Y
	Y

	Prevention of unauthorized UE radio capability enquiries
	N
	N
	Y
	Y
	N

	Leak prevention of UE radio capabilities
	N
	N
	Y
	Y
	N

	System impact
	UE&RAN&AMF
	RAN
	UE&AMF
	UE&RAN&AMF
	UE&AMF

	Applicability for EPS
	Y
	Y
	Y
	Y
	Y


3 Conclusion

This paper mainly discusses the issue of protection of radio capabilities, and we have the following observations and proposals:
Observation 1: Solution 26&30 cannot prevent the unauthorized enquiries and leakage of UE radio capabilities, which have potential security threat. It’s not flexible for network side to request the new/additional capabilities. 
Observation 2: Solution 27 cannot prevent the tampering and unauthorized enquiry of UE radio capabilities.
Observation 3: Solution 28 prevent the tampering, unauthorized enquiry and leakage of UE radio capabilities.
Observation 4: Solution 29 requires changes to UE, RAN, and AMF.

Proposal 1: Solution #28 is recommended for normative work to support NAS security for protection of UE capability transfer for UEs without AS security.
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